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Aim of this document 
This document is to help you understand what the GDPR is, the potential impact on your business,  
what you should think about to ensure you are covered and what role Orbital plays in this as your website 
development/ digital/ hosting/ email provider.

1 Top line summary:
The General Data Protection Regulation (GDPR) will affect all businesses who  
hold customer information and will likely require significant changes to both 
internal business processes and technical systems. This will require a review and 
investment in how data is handled and stored before 28th May 2018.

We recommend getting started early and preparing your digital systems now to 
ensure full compliance with minimal hassle and cost. Orbital can help by providing 
information and updating your website to ensure this system is compliant.

2 How it will apply to you:
The GDPR applies to “data controllers” (organisations that collect and store ‘personal 
data’ to support business processes) and “data processors” or companies who process 
data as third parties (Orbital). The regulation applies to any organisation that deals with 
data regarding EU-citizens, whether they are based in the EU or beyond its borders 
including the UK. 

“Personal data” means data which relates to a living individual who can be identified –

a) from those data, or

b) from those data and other information which is in the possession of, or is likely to 
 come into the possession of, the data controller,

and includes any expression of opinion about the individual and any indication of the 
intentions of the data controller or any other person in respect of the individual.

Even if you only collect people’s name and email addresses the law applies to  
your business.

This EU law is almost certain to be incorporated into UK law and be unaffected by what 
happens with Brexit. Clients holding information of anyone in the EU regardless must be 
compliant. As a result, all our client’s, including ourselves, will be affected.

The law comes into place May 28th 2018, after which failure to comply can  
result in a fine of up to €20m or 4% of annual turnover (whichever is greater).

IMPORTANT
INFORMATION
Please read and retain
for future reference

Note: This document is provided with general advice, in good faith, from a non-legal point of view. 
Orbital takes no responsibility for inaccuracies relating to your business. Impacts and remedy action 
will vary per business. Ensure you take legal advice as necessary.



3a GDPR Checklist. 
 What needs to be done:

 Ensure senior/key people are aware of GDPR and appreciate its impact.

 Document any personal data you hold, where it came from and who you share it with. Conduct an information  
 audit if needed.

 Review your privacy notices and plan for necessary changes before GDPR comes into force.

 Check your procedures cover all individuals’ rights under the legislation. For example, how you would delete  
 personal data or provide data electronically in a commonly used format.

 Plan how you will handle subject access requests within the new time-scales and provide any additional information.

 Identify and document your legal basis for the various types of personal data processing you do.

 Review how you seek, obtain and record consent. Do you need to make any changes?

 Make sure you have the right procedures in place to detect, report and investigate a personal data breach.

 Adopt a ‘privacy by design’ and ‘data minimisation’ approach, as part of which you’ll need to understand how 
 and when to implement Privacy Impact Assessments.
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Below is a useful list of the kinds of considerations you will need to make to ensure you comply with 
the regulation. Detailed information is available from the ICO:

https://ico.org.uk/media/for-organisations/documents/1624219/preparing-for-the-gdpr-12-steps.pdf 

3b Additional considerations for businesses with broader specific markets:

 Put systems in place to verify individuals’ ages and, if users are children (likely to be defined in the UK as those  
 under 13), gather parental consent for data processing activity.

 Designate a Data Protection Officer or someone responsible for data protection compliance; assess where this  
 role will sit within in your organisation’s structure/governance arrangements.

 If you operate internationally, determine which data protection supervisory authority you come under.

Note: This document is provided with general advice, in good faith, from a non-legal point of view. 
Orbital takes no responsibility for inaccuracies relating to your business. Impacts and remedy action 
will vary per business. Ensure you take legal advice as necessary.
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Issue Action

Decision makers and company owners must be aware of the law.

 
What data do you store and where does it go? 

 
What data do you store and where does it go? Documentation.

 
Why do you collect and store data?

 
How long do you need to keep personal information?

 
Misuse of personal information:  
Assessment

Misuse of personal information:  
Systems

Misuse of personal information:  
Marketing

Communicating privacy policies and  
data handling: personal data

CEOs and management should read this document and 
ICO guidelines

A full business audit is needed to identify all locations and 
systems that transfer personal data to be deemed within 
the scope of the new law. Create a document detailing 
what personal data you hold, where it came from and who 
you share it with across all areas of the business.

Create a document detailing what personal data you  
hold, where it came from, where it is stored and who you 
share it with across all areas of the business (internally  
and suppliers).

Explain your legal basis for processing the various customer 
data in relation to the above in a publicly accessible format 
e.g. privacy policy and T&Cs.

Based on the type(s) of information you hold, decide how 
long it is reasonable to keep without becoming inaccurate 
and out of date.

Internal processes and all data collection points (e.g. email, 
contact lists) must be assessed to ensure personal data is 
only used in ways people have given explicit consent.

Digital data collection points (e.g. web forms) must be 
checked to ensure people provide explicit consent to how 
you intend on using personal information provided.

Ability to stop direct marketing being sent to individuals 
that request it. All direct marketing systems (e.g. email 
campaigns) must be accessible and enable recipients to be 
removed upon request.

The business’ privacy policy must contain information 
relating to how personal data is collected and stored.  
Ensure it is available on email and website.

4 Specific issues and actions suggested for consideration

Note: This document is provided with general advice, in good faith, from a non-legal point of view. 
Orbital takes no responsibility for inaccuracies relating to your business. Impacts and remedy action 
will vary per business. Ensure you take legal advice as necessary.
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Issue Action

Communicating privacy policies and data handling: systems  
and procedures

Facilitate ‘Subject Access Requests’ by allowing customers to know 
what data you hold on them (Customers “Right to be forgotten”)

 
Managing ‘Subject Access Requests’ allowing customers to edit and 
remove the data you hold on them (Customers “Right to be forgotten”)

 
 
How will you identify and report a data breach?

 
How and when should you initiate a privacy impact assessment?

 
Do you collect data of children (people under 13)?

 
Does your business process a large amount of data or is data  
processing your core business?

The business’ privacy policy must explain the processes 
and procedures which enable customer control over their 
personal data, methods of contact and how you will report 
data breaches.

A mechanism for people to make requests must be  
available on websites and other identified relevant  
communication, e.g. email footer or privacy policy etc.

Data protection officer role(s) should be allocated to  
someone with access to all customer information sources 
and be able to gain access to them in order to update or 
delete them within 30 days of a request.

What systems are in place (or need to be if they are not) to 
identify if data has been illegally accessed? How will you 
report it and to whom?

When a system or internal process which handles personal 
information is introduced or modified.

A method for parental guidance needs investigating and 
looking at further with a legal professional.

A data protection officer is needed and needs investigating 
further with a legal professional.

Note: This document is provided with general advice, in good faith, from a non-legal point of view. 
Orbital takes no responsibility for inaccuracies relating to your business. Impacts and remedy action 
will vary per business. Ensure you take legal advice as necessary.
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5 How Orbital can help you ensure your
 business is compliant

a) Build privacy into systems by design (and activated  
 by default); 

• Allow people to control cookies put on their computers by 
 your website.

• Build facilities into your website and business enabling people 
 to remove their information from anywhere you store it.

• Systems like websites which process data must be secure, 
 regularly updated with new security patches and transfer 
 information securely.

• Websites must be built fit for purpose based on the type of 
 data it is processing. E.g. e-commerce websites must be PCI 
 compliant and ensure financial data is properly secured.

b) Conduct regular privacy impact assessments; 

• With new website feature developments, Orbital can provide 
 information on how data is stored and transmitted to form 
 part of and ensure compliance with the GDPR as website 
 functionality changes.

c) Implement stronger consent mechanisms (particularly 
 when processing data pertaining to minors); 

  People must give explicit consent to their  
 data being used. For example, in contact  
 forms and newsletter consent mechanisms, 
however their information has been collected (written 
forms on paper, email or website contact form). 

 This means contact forms must be opt in, not opt out.

d) Reporting data breaches; 

• In-line with GDPR regulation, Orbital has built in monitoring 
systems that help us identify if a data breach has occurred. 

• Should a data breach occur on our server, or we identify a 
data breach on your hosting account for whatever reason,  
we will inform you immediately to initiate the data breach 
reporting procedure in-line with regulation requirements.

e) Document any use of personal data;

• GDPR’s accountability principle requires organisations to 
be able to show how they comply with the data protection 
principles. Orbital can advise you as to how your website has 
been built to comply with GDPR, or make changes to ensure 
it complies. 

• Orbital can inform you as to the location and type of data  
your website stores to include in your data protection  
documentation.

• If you share personal information with another organisation 
who also uses this data, you must ensure the other organisation 
is regularly provided with the latest data so it can maintain the 
accuracy of its own data.

Note: This document is provided with general advice, in good faith, from a non-legal point of view. 
Orbital takes no responsibility for inaccuracies relating to your business. Impacts and remedy action 
will vary per business. Ensure you take legal advice as necessary.
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6 Orbital’s role as data processor
• Orbital provide systems that process and store personal data 

on your behalf and is thus a “data processor” who has an 
obligation to keep this data safe and secure.

• Our server and hosting system is kept up to date with the 
latest software and technology to prevent security holes.

• We always follow best practice in data security by using 
‘strong’ passwords to access administration systems and 
prevent access to various systems based on an ‘as and 
when’ basis.

• We work with clients to try and ensure Content Management 
Systems (CMS’) are regularly updated via our support system. 
Clients who fail to maintain their CMS are removed from the 
server due to the security risk.

• We encourage and teach clients best practice.

• We never store our client’s customer information on portable 
drives or access them using public networks.

• Only website developers, the Head of Digital and  
Managing Director of the company have access to the  
databases containing client customer records. This is for  
the sole use of managing our client’s websites.

• Only website developers, the Head of Digital and Managing 
Director of the company have access to our client’s email  
accounts. This is for the sole use of managing and  
investigating issues with our client’s email accounts.

If you would like to discuss any points raised 
in this document please contact us

email alistair@orbital.co.uk 
call 01202 304455

orbital.co.uk

Remember
The law comes into place 
May 28th 2018

Note: This document is provided with general advice, in good faith, from a non-legal point of view. 
Orbital takes no responsibility for inaccuracies relating to your business. Impacts and remedy action 
will vary per business. Ensure you take legal advice as necessary.


